University Hospitals Bristol NHS

NHS Foundation Trust
Freedom of Information Request Ref: UHB 17-323

Date 25 May 2017

Thank you for your request for information under the Freedom of Information Act 2000. The
Trusts response is as follows:

1. The name and job title of your current clinical chief information officer(s):

Adam Dangoor, Consultant Medical Oncologist
Chris Bourdeaux, Consultant in Intensive Care

2. The name and job title of your current clinical safety officer(s):

Contact details for the Trusts senior staff are available from our website:
http://www.uhbristol.nhs.uk/for-clinicians/gp-handbook/quick-reference-telephone-

directory/

Under Section 40(2) of the Freedom of Information Act, relating to a breach of Principle
1 of the Data Protection Act we are required to judge as to whether the disclosure of the
information of less senior staff would be fair and reasonable to our employees.
Guidance issued by the Information Commissioner states that this exemption will
commonly apply to "lists and directories of staff* and we do not believe that disclosing
names and contact details to a third party would be fair or reasonable; therefore we are
withholding this information at this time.

3. Were any computers, tablets, mobile devices at your trust affected by the recent
Ransomware (WannaCry) ‘attack’? If yes, was any patient data lost (e.g. progress
notes, pathology results, radiology results, medication history etc.)? Please
specify what data was lost and over what time frame.

There were no computers, tablets or mobile devices affected by the recent
Ransomware attack at this Trust.

4. If you were not affected the ransomware, did you limit/prevent clinical staff
access to computers/other devices as a precaution?

No


http://www.uhbristol.nhs.uk/for-clinicians/gp-handbook/quick-reference-telephone-directory/
http://www.uhbristol.nhs.uk/for-clinicians/gp-handbook/quick-reference-telephone-directory/

5. Do you utilise a managed service for cybersecurity, or manage it internally using
commercial off the shelf (COTS) solutions?
a. If amanaged service — please can you name the provider?
b. If COTS solution — please can you name all the products used?

The Trust’'s cyber-security is managed internally.

This concludes our response. We trust that you find this helpful, but please do not hesitate to
contact us directly if we can be of any further assistance.

If, after that, you are dissatisfied with the handling of your request, you have the right to ask for
an internal review. Internal review requests should be submitted within two months of the date
of receipt of the response to your original letter and should be addressed to:

Trust Secretary

University Hospitals Bristol NHS Foundation Trust
Trust Headquarters

Marlborough Street

Bristol

BS1 3NU

Please remember to quote the reference number above in any future communications.

If you are not content with the outcome of the internal review, you have the right to apply
directly to the Information Commissioner for a decision. The Information Commissioner can be
contacted at: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow,
Cheshire, SK9 5AF

To view the Freedom of Information Act in full please click here.

Yours sincerely,


http://www.opsi.gov.uk/acts/acts2000/ukpga_20000036_en_1



